
 

January 2020, IDC #US45762019 

White Paper 

The Importance of Effective Operations in Unlocking  
Edge IT Value 

Sponsored by: IBM 

Jennifer Cooke Richard L. Villars Mukesh Dialani 

January 2020 

 

IDC OPINION 

Edge IT initiatives are uncovering new revenue-generating opportunities and elevating the customer 

experience. Across all industries, the digital transformation of products and processes is creating new 

ways to connect with customers and partners. 

Much of this innovation depends upon having IT service in new locations — at the edge. But if 

organizations are unable to manage their edge endpoints in a scalable way, the costs of operating and 

security risks will erode or negate the value of these investments. Developing a successful edge 

strategy requires taking into consideration the complexity of management endpoints, and recognizing 

that scale and variability is dramatically different from traditional on-premises or public cloud 

deployments. 

Managing edge effectively means more than the ability to keep track of endpoints, such as within a 

factory or a retail or a remote site. It means the ability to overcome variability of endpoints, rely on 

remote management technologies, and scale operations at a new level. Creating an ecosystem that 

gathers, stores, protects, analyzes, and transports data in a frictionless way across many platforms will 

strain the capabilities of even the most advanced IT organizations. Small problems will become 

magnified as the scale increases exponentially. The impact could result in service interruption at best 

and a security breach at worst. 

Implementing achievable processes across all locations is essential, and investing in infrastructure that 

is open, standardized, and scalable will increase the chances for success in maintaining good 

management processes. Even more important, infusing those management processes with artificial 

intelligence (AI) and machine learning (ML) technologies will improve an organization's ability to 

continually expand and enhance its edge IT assets. 
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SITUATION OVERVIEW 

Improving the customer/end-user experience is a central factor driving edge IT investments. 

Organizations are acutely aware of the need to extend IT service to new edge locations; they are less 

aware of the complexity of managing these many resources remotely. Business logic applications, AI 

and ML analytics workloads, and modernized networks and infrastructure are running in new and often 

remote locations. As the scale requirements escalate, many organizations are finding that they lack the 

internal expertise and ability to manage edge deployment complexity and ensure data and physical 

security. Harsh and complex deployment environments, the lack of human intervention/skill onsite, and 

remote management are new territories for many customers. 

One of the most pressing challenges for organizations today is developing in-house expertise to set up 

and securely operate many locations with the infrastructure and appropriate connectivity needed to 

deliver an optimal digital experience for customers and employees leveraging smart things. IDC predicts 

that by 2023, half of the newly deployed on-premises infrastructure will be in critical edge locations rather 

than corporate datacenters, up from less than 10% today. This has some important implications for how 

infrastructure (compute, storage, networking, sensors) to support data at the edge is procured, deployed, 

and managed. Early edge deployments show that organizations are concerned about their ability to 

manage assets, control costs, and ensure physical and data security. More than one in five organizations 

said that they lack the internal skills needed to support edge deployments. Almost one in three 

organizations said that because of significant data privacy and security concerns, it is holding back edge 

investments. AI and automation technologies, as well as a high degree of standardization of 

infrastructure, are essential. The reason they are essential? The distributed and often remote nature of 

edge IT makes human intervention scarce or nonexistent. For many organizations, relying on these 

technologies and trusted partners will be necessary to support edge goals. 

The amount of data to be collected, analyzed, stored, protected and, ultimately, leveraged will be on a 

whole new scale in just a few years. The evolution to a digital foundation is driving massive growth.  

In 2023, 102.6ZB of new data will be created, up from 32.6ZB in 2018. IDC's DataSphere forecasts 

that the amount of data generated will grow at a compound annual growth rate (CAGR) of 25.8% 

through 2023. This data creation is happening at the billions of endpoints, at the edge, and in core 

datacenters. 

Early edge efforts were an exercise in standardizing infrastructure and leveraging resources from 

datacenter and solution partners. As organizations march toward transforming customer/end-user 

experiences and processes, they will be making significant investments in edge deployments.  

For long-term success, it's critical to compare the business benefits with the total costs of managing 

these deployments. Many may be surprised to discover that the value achieved is diminished by 

higher-than-budgeted management and operational costs. Expertise to create a distributed IT strategy 

that can scale, be flexible, and ensure the security of both data and physical assets is central to edge 

success. IDC predicts that organizations that can effectively govern the broad deployment of edge 

infrastructure assets will be able to launch and scale advanced customer experience and OT services 

3x faster than competitors. 
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Uncovering Opportunities and Innovating with Edge IT 

Improving the end-user experience and gaining a higher percentage of the customers wallet are at the 

heart of edge IT initiatives and investments. Across all industries, edge initiatives are reshaping 

products and processes and are uncovering ways to connect and engage with new customers. 

Organizations are using edge IT to differentiate their businesses. They are doing this by leveraging 

data to understand and connect with customers in new ways, improve processes and products, drive 

greater efficiencies, and constantly innovate with more speed, convenience, and personalization. 

Much of the focus to date has been on the opportunities for AI and analytics workloads at the edge and 

how these technologies will transform industries. Equally important are the business 

logic workloads at the edge. The transformation of processes includes the tactical 

functions as well as the strategic functions, and each function is essential. 

IDC's research on the value of edge confirms that transforming the user experience is a 

primary driver. More than half of organizations surveyed said that a higher-quality 

experience for the end user is the top benefit of edge investment, and the second 

benefit is reducing connectivity costs. These are the early stage assessments and 

beliefs regarding value. For many, the context and understanding of edge began with 

transforming the convenience and delivery of entertainment. Content delivery platforms 

changed user expectations quickly, and the tolerance for low latency disappeared and 

lag became unacceptable. But this was just the very beginning of the transformative 

impact of edge IT service. New use cases are emerging that are fundamentally 

changing processes, expectations, and outcomes. As use cases mature, the 

transformative impact of edge investments will be realized. For organizations 

establishing a strategy for building a new digital system, operations are a big part of making it all work. 

The value of edge is in how it brings service to the consumer to improve the experience. Early edge 

deployments transformed the entertainment viewing experience. This concept and the value of edge are 

relatable to many television viewers who can now view anything they want at a time that works for them. 

The value of edge IT service was in how it brought content right where it was needed — to the 

viewer/consumer. In many other edge deployments, the concept is the same and the service (data delivery 

mechanism) and the consumer of that data are changed. Consider the following industry examples: 

▪ Retailers are using new technologies to change the way they connect with their customers.  

AI is transforming the in-store experience as well as the ways customers are acquired, 

interacted with, and understood. This transformation is extending to the ways merchandise is 

selected and delivered to the customer. At the foundation of this change is making sense of 

vast amounts of data. 

▪ Manufacturing is undergoing a rapid change as manual and digital processes come together. 

Siloed manual tasks and digital analysis of those tasks are coming together into a more 

efficient process. The digital and physical worlds are merging to improve the quality of 

products. As manufacturing undergoes digital transformation, physical assets have a  

"digital twin" made up of virtual data that must be stored, processed, and analyzed. For this to 

happen, edge infrastructure and resources are necessary to reduce latency. 

▪ In the transportation sector, autonomous cars and trucks are being transformed to greatly reduce 

human errors by applying predictive models to real-time data. At the same time, this industry is 

seeing a transformation of logistics that is changing delivery and distribution processes. On each 

side of this industry's transformation, there exists opportunity to improve safety, reduce costs, 

and improve efficiency. For autonomous vehicles, this evolution from futuristic ideas to the 
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practical application of autonomous vehicles to become real, vehicles need IT service that has 

low latency, redundancy, and the ability to process vast volumes of data because reaction times 

and making the right decisions have life or death consequences. The deployment of 5G is 

necessary to support the shift to driverless vehicles. In digitally transformed transportation, 

network performance deltas in the milliseconds matter. 

▪ Hospitality is adopting IoT-based smart room features that allow guests to control amenities 

and create an environment that is at the least on par with and (ideally) superior to their own 

home environment. IoT and voice recognition technologies allow guests to control the physical 

environment, order food, schedule flights and local transportation, and provide entertainment. 

Beyond the customer-facing transformation, the hospitality market has a vast opportunity to 

improve efficiency and sustainability of their facilities through digital transformation. 

▪ Oil and gas companies are making better use of vast amounts of data to improve the efficiency 

of mining and collection of natural resources. Often located in remote and inhospitable 

environments, oil rigs have undergone a digital technology transformation. The sensors on 

equipment and throughout the mining environment are constantly creating data. The wellbores 

thousands of feet underground, millions of miles of pipeline, extreme weather conditions, 

refining equipment and processes to be monitored are now depending on digital technologies 

to collect/analyze data and become operationally efficient. These companies are creating 

competitive differentiation on how fast they can process data to improve outcomes. Edge 

computing is central to their success and is enabling a more predictive and efficient way of 

collecting, refining, and distributing oil and gas. 

The use cases in each industry have a common thread — transforming experiences and outcomes by 

using data and digital technologies. Edge resources are the foundation supporting innovations that 

drive more convenience, more personalization, and better outcomes. Each use case represents early 

steps in what will be broader adoption of and infusion of digital solutions. As this evolution occurs, 

these industries will use their understanding of their customers and products to develop new ways to 

innovate based on data. The use cases will become more impactful as providers that are close to their 

customers gain a deeper understanding of how to deliver experiences that drive convenience and 

efficiency. As this happens, organizations will shift their focus away from deploying and managing 

infrastructure and shift toward developing new ways to leverage data for competitive differentiation. 

Problems the Edge Introduces 

According to IDC's 2019 Datacenter Operational Survey, 79% of United States–based organizations 

were planning to deploy more IT services at edge locations. These organizations will be challenged to 

support the needs of IT and connectivity needed for physical and data security in these locations — and 

often will look to partners to manage this new and distributed landscape. Overall datacenter 

challenges become exponentially more difficult in the context of edge. 

Supporting new digital services at scale across many locations requires the ability to deploy and 

maintain infrastructure and enable connectivity in many locations. As more IT service is delivered from 

edge locations, all organizations will struggle to have the right IT skills and staff to support it. A lack of 

skilled personnel in all locations, available all the time, will change how edge IT service is run. IT's role 

in supporting innovation will need to shift from managing devices to managing services and trusted 

partners. Essential in this IT evolution is choosing trusted partners that understand your customers and 

your business. 
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While edge IT improves latency and ultimately increases customer satisfaction, it also introduces some 

challenges. Consider the following: 

▪ Shift in focus from managing infrastructure to managing outcomes requires new skill sets and 

a fundamental shift in how projects are accomplished. Organizations will need to have human 

resources at core sites that are capable of making the shift to managing outcomes. And these 

same organizations will also need to develop a strategy to provide support for the edge sites. 

The remote and distributed nature of edge IT will tax internal skills as most places where edge 

computing is deployed will not have skilled IT resources in all locations. 

▪ Ensure cybersecurity and physical security. Organizations must be confident that they have 

the ability to monitor and manage distributed resources in a way that protects data and 

infrastructure. As data is outside of the core datacenter, organizations will need to ensure 

protection and security in many diverse locations. 

▪ Establish a business case for edge investments. Embarking upon a new edge initiative 

requires finding budgets to standardize infrastructure (often in large quantities) and the people 

skills/talent to run these initiatives. 

▪ Require skills to deal with the variability and scale of edge IT. Maintaining and replacing edge 

endpoints is a massive undertaking. Greater reliance on automation, standardized 

infrastructure, and partners will be necessary in a highly distributed and remote edge 

environment. 

The Importance of Operations in Making Edge IT Work 

As much as edge IT will drive a better customer/user experience and uncover new revenue 

opportunities, IDC believes that problems experienced in core datacenters will be exponentially greater 

for edge datacenters for IT organizations. Following good asset management practices for regulatory 

compliance is challenging for most internal IT organizations with equipment within a few footsteps of their 

workstation. When this infrastructure is placed in new locations, often adjacent to non-IT workplaces and 

harsh environments — around the globe — the ability to adhere to best practices will be challenging. 

In their core datacenters, IT organizations are plagued with problems that impact their business. As 

more infrastructure is placed in new locations, the propensity for problems increases. To avoid costly 

downtime and compliance issues, as well as protect credibility, IT organizations need to take a rational 

and reasonable look at just how feasible the management and maintenance of IT infrastructure and 

services is at the edge. For many organizations, working with a trusted partner to streamline 

operations will be the best solution. 

IBM'S EDGE STRATEGY 

IBM understands the unique challenges that edge initiatives introduce or amplify. IBM Edge 

Computing is designed to remove the complexity of the scale and variability of edge deployments with 

a policy-based approach to workload life-cycle management. It emphasizes open solutions that enable 

organizations to concentrate on innovative solutions to customer needs rather than on how to put 

together, deploy, and manage IT and edge resources. 

Core to IBM's edge vision is providing open solutions, security, and global reach. A coordinated 

strategy across regions and the ability to service and support in all locations are critical. IBM is 

equipped with the technical expertise, open solutions, and global service organization to tackle the 

unique challenges of edge computing.  
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Expectations for digital trust and privacy will evolve as organizations shift their mindset from managing 

things in a core datacenter to managing multitudes of distributed things and diverse data in many 

different locations. Partners that can build trust through their ability to protect data will grow, while 

those that are unable to build trust will quickly lose favor with users. IBM's legacy is built on this trust. 

The company has a deep and thorough understanding of the complexity of extracting insights from 

large volumes data and building an IT ecosystem to protect this data. IBM's Edge Computing is 

designed to deliver this foundation for transformation and enable organizations to focus on innovation 

and the customer experience.  

CHALLENGES AND OPPORTUNITIES 

Communicating the unique challenges of edge IT service and building a cross-organization strategy for 

digital transformation is a difficult task. Most digital transformation efforts that fail do so because of a 

fragmented or siloed organizational structure. The ability to navigate within an organization and create 

positive change is essential. It requires people skills to negotiate and navigate, as well as technical 

skills to build an open, scalable, and secure infrastructure platform. 

Often, edge investments will be initiated by non-IT organizations that are looking to leverage digital 

technologies to change the way they create and deliver products and services. These initiatives will 

require a large degree of coordination across different groups. This requires that the infrastructure, 

processes, and people aspects of a new edge initiative are aligned and executed well. It's not only 

challenging but also very important that the entire team understands the critical nature of IT and data 

in new locations and appreciates the importance of data and physical security. Building credibility with 

new customers types across the business (often non-IT customers) and educating on the importance 

of a secure and long-term edge IT strategy will fall on the technology provider. IBM's success depends 

upon its ability to build effective teams within its customers that support edge IT initiatives. 

CONCLUSION 

Managing edge infrastructure will be complex. To ensure that this complexity doesn't detract from the 

value expected from edge investments, it is important to set up a scalable, open foundation upon 

which to build your edge strategy. Problems that seem small in a core datacenter will become 

insurmountable at the scale and geographic reach of edge IT. AI, automation, analytics, and 

standardization are essential because human intervention will be scarce or nonexistent. 

When developing your edge strategy and planning for infrastructure to support it, prioritize open 

systems that will allow you to leverage data from your own sources and from other sources. There will 

be situations where partnering and data sharing will create even more value. Standardized systems 

will alleviate many future challenges with ongoing infrastructure management and updates. 

Partners will be essential for achieving edge goals. Look for trusted partners that can operate 

anywhere and everywhere you envision having customers and data. 
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